i IUNICIPAL CORPORATION

. l'"|H.'"| ThiA GANDHI ROAD, HOWRAH - 711 101
Telk: {(+91-33F2638-321 1-13; Fax: (=91-55) 26412613
L T. Deparfment

Mo. 045/IT/EEf23-24 Date: 09-11-2023

MDTICE INVITING E-TENDER

E-Tender is invited by the Executive Engineer, HMC, for Supply, Installation and
Commissioning of IT Network Infrastructure backbone at Annex Building including Town Hall &
Collection Building of Head Dffice, Howrah Municipal Corporation from the reputed resourceful
and benafide Service provider / Agencies having experience at least § years in similar nature of
work. Intending Tenderers will have to download the documents which are to be submitted online
with digital signature along with valid G.5.T Certificate & Return (Current Quarter), P.T, LT, Trade
License, Credentials along with completion certificate of similar nature of work & fifty percent of
work value in single order executed within last § (Five) years regarding their ability to execute
the work.

Earnest Money and The Cost of Tender Papers to be deposited online as is available in E-
Tender Portal of Govt. of West Bengal in favour of "MUNICIPAL AFFAIRS DEPARTMENT J/f URBAN
LOCAL BODIES /f HOWRAH MC®

- | Exiimated | | AAM. EE;EE' Cost of | Duration of
=1 Mame of Work Specification Approval Tender contract
iz | Famaipk Ma. MeneY | paper period
B Supply, Installation and | -
Commigsioning of T | : £ E
Metwark Infrastructure | = % &
backbone at Annex | As stated in i | o 2 | peronsat mesans | A5 Davs
1 Building including | page no. 2 2 g = R0 e i
Town Hall & Collection E s -
Building of Head Dffice, o
HMC = it
Date and Time Schedule:
& Particulars _ Dale&Time |
1 | Date of uploading of N.I.T. & other Documents (online) 09.11.2023 5:00 PM
? Documents download/sell start date (Online} _ 101.2023  &00 PM
3 | Bid submission start date (On line) _ 10.01.2023  6:00FM
& | Document Download/Sell End Date 06.12.2023  &:00 PM
5 | Bid Subrnission ElDEiI‘IgiatE{ﬂﬂ line) 06122023  &00PM
b ' D_ate of upl_ual:ling list for Technically Qualified 0B12.2023 1200 PM
| Bidder{online) =
7_|Date for opening of Financial Proposal (Online) ANY WORKING DAY

A\ _Qigﬁﬁﬁn. Tof &
A



HOWRAR WUNICIPAL GORPORATION

J. MAHATMA GANDHIROAD, HOWRAH - 711 14
Tel; (+91-33) 2638-321 1-13; Fox: (4971-33) 264 1-2613
L T. Department

Descriplions Unit | Qty.

The chassis | virtual-chassis based swilch should have 16 no. of 106 SFP+ poris and 38
1 | no. of 1G 5FP ports. From day 1 loaded with 16 x 10 GbE LR SFP Multimode Transceivers | No | |1
LC Type from same DEM

1.1 | 12 Manths Mext Day Ship warranty Supporl No. | 1

The switch should be a stackable switch with minimum 48 x 10/100/1000Base-T ports;
2 |and & % 1G/10G SFP+ ports all of which can be used as uplink and for virtual chassis | No | 2
formation.

2.1 | 12 Months Mext Day Ship warranty Support Mo, | 2

The switch should be 2 stackable switeh with minimum 24 x 10100/1000Base-T ports
3 | and & x dedicated 10G SFP+ uplink paris. Should be 19" rack mountable and mounting | Mo | 12
accessaries should be included,

3. | 12 Manths Next Day Ship warranty Supporl Mo. | 12

The swilch should be having minimum 12 x 10A00,/0008ase-T PoE + ports and 2 x 1G/106
& | SFP+ uplink ports. Should be 19" rack mountable and mounting accessories should be | No &
included.

4.1 | 12 Months Next Day Ship warranty Support Mo, | &

106 SFP+ Module provides a 10 Gb optical conneclion uﬁlﬂg LC connectors and Single
Mode fiber cable,

The Mext Generation Firewall appliance should be a purpose bwill appliance based
& | solution with integrated functions like Firewall, IPSEC VPN, Application Awareness, IP5, | No 1
BOT prevention, Antivirus, URL Filtering and Zero Day Threat Prevention.

6.1 | 35 Manths Next Day Ship warranty Suppert wih all licences subscriptions Mo I
12 Months remste facility management system service with Network Monitoring System
7 | and web based Management System to monitor, configure, troubleshoot, and manage | Nao 1
the Enterprise network platform,

& Core OFC Single Mode, Armoured, Unitube, Gel filled cable complying to I1S0UEC NBOT -
8 | Znd Edition, type 052; AS/ACIF S008; AS/NIS J0B0ITU-T REC G 4520, IEC 60793/607%4, | Mtr. | 710
| TIA S4B, EIA 455; suitable for use in direct burial, outdoor ducts and badibone cabling.

& Port Fiber Optic Rack mount Light Interface Units (LIU), Full loaded SC type adapler e 10
plates and Splice Tray in size 45mm H x §83mm W x 255mm 0

10 12 Porl Fiber Qptic Rack mount Light Interface Units (LIU), Full loaded SC type adapter we | &
plates and Splice Tray in size 45mm H x 4853mm W x 255mm 0

24 Port Fiber Optic Rack mount Light Interface Units (LIU), Full loaded SC type adapter

H plates and Splice Tray in size &5mm H x 485mm W x 255mm [0 i 1
12 48 Port Fiber Optic Rack mount Light Interface Units (LIU), Full loaded SC type adapter Na 1
plates and Splice Tray in size 45mm H x 435mm W x 255mm 0O
13 | S5Cto LC Duplex tuned Fiber Optic Patch Cord 3 Mir., /125 Micron No | 40
14 | %U '|".I'E|1l Mount 19 EIIE l:-ﬂ'i'Ernm % 600mm x 6Dﬂmn1]l Rack with accessories N 1
15 | &U Wall Mount 19 Size (35%mm x 600mm = 400mm} Rack with accessories MNo | 15
16 | 20mmm PVC IS| Pipe with accessories | Mtr | 350
17 | 23mm PVC 151 Pipe with accessories Mtr | 450
18 | 40MM GI MS ISl Pipe with accessories TATA / JINDAL Mtr | 35
19 | Stay wire with pthers acCessories Kgm | 90
20 | 42U Rack switch, LIU Installation and Complete drassing Mos | |
21 | Wall mount ?U Rack Fixing Switch, LIU and Cable Dressing wih complete Installation Mos | 17
22 | OFC & Core Fiber Cable Laying with M5 40mm Gl Pipe with RCC cutting and filiing Mtr | 35
23 | OFC Cable Laying by PVC 15| Pipe T ot Wi [ RO
+4 | OFC Splicing . Mos | 132
Fage Mo, £ of 4
B ”’“’ﬂ
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HOWRAR MUNICIPAL CORPORATION

4, MAHATMA GARNDHI ROAD, HOWRAH - T 1601
Tl {+0-333 2638-321 1-13; Fox: (+91-33) 2641-2613
I. T. Deprariment

% The Bidder must have been in the business of T & T enabled services for the past 5 years,

* The Bidder should have experience in providing similar [T & IT Enabled seolution (Software
Development fComplete Hardware Saolutions) tothe Govt. Departngent.

% The Bidder should have executed an IT Implementation (Softwarg or Hardware) /IT Software AMC /
relevant project worth minimum 25 Lakhs, Work order / Completion Certificate needs 1o be submitted.

% The bidder should have a Physically Verifiable & Full-fledged functional Office premise within Kolkata /
KMDA Area. If bidder does not have a Physically Verlflable & Full-fledged functional Office within
Kolkata f KMDA Area with valid Trade License, the bidder should glve an undertaking to establish a
Physically Verifiable & Full-fledged functional Office premise within Kalkata .l"_i{h'l[]ﬁl Area within 15
days of signing the contract.

< The bidder should have a valid West Bengal Registered GST Number. If it doesn't have a valid Wesl
Bengal Registered GST Number, It should give an undertaking to obtain it within 15 days of signing the
contracl afler winning the Tender.

% The bidder should have an Average Annual Turnover of 72 Cr or above in the last three Financial Year
2020-21, 2021-22 £ 2022-23, ]

% The bidders must submitied tender specific Manufaclurer Aulhorization Certificate by the OEM.
Cerfificate neads to be provided.

%+ Bidder should furnish all valid statutory documents as listed below (Original Certificates are to be
produced for verification, if required):

#  GST registration including documents of submitied return.

# A declaration should be submitted by the bidder stating that hefshefthey isfare not
barrad/delisted/blacklisted by any Departments/Minisiries of Government of West Bengal or
Government of India or Public Seclor Undertakings within Five (03] years.

Last 3 years audited balance sheet {2020-21, 2021-22 & 2022-23)

EMD & Tender Cost. Supportfive documents need to be submitted.

Joint Venture/Consortium will nof be allowed,

Sub-contracting will not be allowed.

In the absence of any of the above, the bid will be treated as non-responsive and summarily

b s R "

L

rejected,
% DataTransmit speed of the network will be at least 10 GEPS. It will be Wi-Fi enabled.
4 Floor to floor data connedivity will be made on high bandwidth Optic fiber based.
% Mew nebwork system will caler services more than 1500 users.
4 Technical support and warranty of devices used for the network can be oblained [rom maintenance
provider and OEMs respectively.
< Centralicsed AC power connectivity and controlling for all network switches may be required for

uninterrupted running of devices.

% Troubleshooting is possible within an hour with the help of cloud based Metwork Management System
software without disturbing ether users and within office howrs also. The bidders must arrange one
service engineer in working hours for instant service,

% Netwaork will run uninterruptedly i.e. 24 x 7 formats without the support of .ﬁ-lr—cundlt:unng devices,

< Latest, firewall may be required to enhance the internet security to ensure various cyber securities
(Hacking, Malware, Trojans, Spyware, Ransomware, Adware, Botnets etc.)

< Bidder should submit their item wise data sheet must mentioned with make and model of bided item
and also should submit the fulfilment of minimum specifications which was attached herewith.

Intending participants are requested to visil the SITE an any waorking days prior 1o submitling BID

by contacting OSD-IT, Assistant Engineer, Howrah Municipal Corporation, 4, M.G. Road, Howrah-71101
(Phone No- 033 2538 3211/12/13) Ext. No- 283

]—
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WAL HUNIGPAL CORPORATION

4 .-'-.11.-'&1?.1.*. GAHDH] BOAD, HOWRAH - T11 101
Tek: (F91-3%) 2658-321 1-13; Faoz (481-33] 26 1-2613
I. T. Deparinent

The Bidder, at his own respensibility and risk is encouraged 1o vigil and examine the site of works
and its Surroundings and obtain all information that may be necessary for preparing the Bid and entering
inta = contract for the work as mentioned In the MNotice Inviting Tender, before submitting offer with full
saliefactian, the cost of visiting the site shall be at his own expense.

During the scrutiny, if it come to the notice to tender inviling authority that the credential or any
other paper found incorrect/ manufactured/ fabricated, that bidder would not allewed to participate In the
tender and that application will be out rightly rejected without any prejudice.

Before issuance of the WORK QORDER, the tender inviting authority may verify the credential and
other documents of the lowest tendarer if feund necessary. AMer verification if it is found that the
documents submitted by the lowest tenderer is either manufaciured or false in that case work order will
not be issued in favour of the said Tenderer under any circumstances.

Corporation reserve the right to accept or reject part or whole tender withoul showing any reason
what so ever. Details information may be had from the office of the Executive Engineer, H.M.C.

1. Intending bidder may download the tender document from the website hitps//whtenders.gov.in

directly with the help of Digital Signature Certificale,
2. Tenderers will select the tender to bid and initiate payment of pre-defined EMD/Tender Fees for that

tender by selecting from sither of the following payments modes:

il MWet Banking (any of the banks listed in the ICICI Bank payment gateway) in case of payment
ihrough ICIC| Bank paymeni Galeway,
i} ATGS/MEFT in case of affiine payment through bank acmunt in any Bank.

o i

]l% Execulive Engineer
Howrah Municipal Corparalion

;::‘?1”

Memo No. 045/1-10/7 IT/EE/23-24 Dated: 09-11-2023

Copy Forwarded 1o
1. Commissioner, HMT

Oy, Commissioner = I, HMC,
Dy. Commissioner = I, HMC.
Cantroller of finance, HME,
Chief Audifor, HMC,
Secretary, HMC - with a requaest for publication in newspaper.
Fesident Audit Officer, HME,

B. Motice Board, HMC Central Office.
T HMC Webslie,

el bl o

i0. Office Copy.

Exscutive Enginaer
Hawrah Municipal Corparation

Page No. 4 of 4
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; Compliante
i Minimum Speciffativn of Chassis / Virtwal Chagsds Baged Layer-3 Core Switch I¥es § Mo Remarks, If any

Tha chases J§ virual-chassis based switch sheuld have 16 pe of 106G 5FP+ poris and 32 no, of
1 |1G5FP ports from day 1 losded with 16% 10 GhE L& SFF Multiesade Trassceivers LC Type
[roen =ame HEM

Future Expangion: hasess hased solition should support B line cards and virtual-chasss
2 |based pcdutsn shedd able wactoanmodaie § mendbers, 16, 106, 356, 400G, and 10006 parta

sheisld ba supported.

Each switch Should have 2 x &04 ¢ 1006 5FP+ § JSFPIE ports which can be ussd for High
1 |AvaEabnility f Stacking fVirtoal Chassiz Al acressores, software and Gicesges (il any] ara 1o
e included w achieye High dvailabdity from day 1 to ke provicie).

Shoubd have at leass 784 (bps saitching (ebric
Facket furwarding rapes 563 milllomn PES

| 5houkd supsore acbeast 96 K enartes in the MAC tahla.

ol Bl o) B

| Shiuld suppart at Least 16K ARF eniries.
hiould S méEnimyum 4000 aciive VLANS.

& |Shewld support Bthernet VPN-Wirtual Extengibde LAN (EVAN-VELANY

10 |Sheuld support |EEE Swndands-hased micro segroentation using proop-bassd palicies

Showld support Dual [mage= and shonlil be having modular operating system for enterpriss
11 |grade performance '['h||5 Fratuse will improve system aptime by preventing entire system
tem Software,

ml.rmn.r;a and umbno frame,

Sheald susporct following for min, 54 Grougps :

i} BEMEP Enaoping
13 B P Snaopi

i} HaMP vl v S 3 awarenesd Saooping,

Al IGME Snoggi uerhed

Shucmld sppors KETP, Spanaing-tree rood guard, Port Fst, Loopback Detection azd BPOU
tivand fFlber or simidar functiosakites

Syeitrs should have IRSLA monstoring [or equivalons functionality) Tor Lavency, Packes drog,

libter e, and should alss support SHMP polling for IP SLA monitocmg
16 [Switch shoyld have Inter-Vian Rowting, and Stakic Bouting leaturig From diuyp-1

Switch shoulkd support advance features like RIPog O5PF, 05FFE 1515 BOR, EVFN-VELAN
using software f Heense upgrades, il pegaived in Liare.

Chould & 71 [odlnwing eacursty faakures vix:

i!'l.'n'.p'h.’dh‘lEEHnt!m'n‘El.

ig i) BrnmﬂHullnﬂUmc:n S5orm Coatril,

rt for MAC==c ARS2S6

ame Thad Apiack Prevention
; fiod jpwinsg SHAME trams ar Svaloge

{i] lsgarface UP & Down

11] Optical poswer SEP thresheld alarms

W 1} 5T Topology Changes and Hew oot bridge

iv] LLOE eable changss

w1 Thrgsheld alarms lor Temmerature,

Swinch shoold comply to foflowing TEmperaturg pararnEasce parameters:

20 [i] Bperating Temperatune: min 07 bo 4590 (124 50 113 °F)

18] Storage Tempuratura: min l-1-'|.|"_\T.|:_|_T€| A [ 2o 158 °F)

71 It sl suppart MAC address notification to allow aderinistratens tobe satified of wsers
|§gg£ 5o or nemoved from the netwark.

I | The switch snall be desigmed for fonlinuoos apemoions

23 [l should sippert [Pe6ved-13 and IPei-Multicast funciionalities & atyres

Ealely loguiroeont: -

24 |Swdsch should b EEﬂmﬂm@llnmdULﬁWED—i

1E% 6236H-1 axd H0SS50-

Lritch shoudd have EMC ecmaliance of FOC 47 CFR Pamt 1!-, EN S50332. CISPE 32

2% The LAN swites ahall sappart a console port or anxilia ey Exhereet per for the purpaseaf
i remoie configuratson and diagnodlics

27 [iPwh feature should be peady from dav §and 1S Hesdy Logo aporoved
Coalitative Requirdnients: -

5 Tié gewstch sheuld ba NOPENDcPP cetifisd and the cerlificate &5 1o he submiticd befoce

projict complation,
T eoaipmeat siall be mamefactured in accordance with the imbermatiomal gtasdands 150

a8 1000 0: 2008 o later Sor which the mansfacturer shall be duly aceredibnd. & qualizy plan
{dascriking the quakity assurance system Fallkiwed by the aralacunes shall be required ta be
mahimitied

The swibch shenild B sntermeieo dase and desgned for continucus operadant 1o shousd be
20 |having MTBF [Mogn Tima Beoween Failure) and MTTR [Mean Tise TeHepalr) values
rived by tye cnanufacturer,

pred|
The switch should aupport stasdands-boased micro smgreentatian using group-based policies
[GEEY

]
]

The switels sfuld be supplled wich 3 years warranty inchuding bt not liimiterd to advanced
52 |Falty pass replacement, 0% bug Foomg. all majer anid sines sofvwars updane and upgrade
eripd.

‘The OEM should be placed as Liaders in the Gartner Magic Quadrant for Wired & Wirsless
i cnepe Jor last thres consscutive vean.




T

Minimum Specifications of 48-PORT ACCESS SWITCH

Camplianse

[Yas J Mo)

Remarks,
if any

Hordwore gnd interfoee reguirements

11

The switch shodld be a stackable switch with erinimum 48 » 10/100/10008asa-T ports;
and 4 ¥ dedicated 105G SFP+ paris all af which cam be used 85 uplink and for virtual
chassis formation,

1.1

The gwitch should suppart a virtual chassis of & switches-and B0 Gbps Stacking
bandwidith suppart.

Perfarmonce requirements

1.1

Swwitch should support a switching bandwidth of 176 Ghbps for line rate performance ofa
fully populated switch

s

Switch shiould have minimum 130 Mpps Foreerding rate for line rate performance of &
[ully populated switch

Loyer 2 Switching

3.1

Siwibeh should suppart minimum LEO00 MAL addresses por system

3.1

switch should support Jumbo frames — 9,000 ytes

3.3

Svatch Should suppart manimum 4000 Active VLAN's and VLAY 1075

34

Syaitch Should support Port-based VLAN and MAC-based VLAN

3.5

Switch Should support BOZ. 10 VLAN tegging

i.b

Swabch Shauld supgart Voice VLAN

.7

Switch Should sepeart LLDP

1.8

Switch Should suppart LLDP-MED with Yol® inkapration

Layer 3 Routing

i.1

Switch should support IPv4 and IPVE sEatic routing

4.

Switch should support VAAP, IGMP Y1,/v2/VE, OSPFVZ/E, RiPng and Bidirectional
Forwarding Detection (BFD) by edding a feature license if, required in futurs.

3| Quality of Service (Qad | requiremenits

51

Eitch should suppodt Class-based queuing with priaritlization

5

Fwitch should suepport Queuing based on YLAN, interface and port

5.3

Switch should support hariing, policing, and shaping

3.4

Switch shauld suppart WRED

B Spsram M.n-mgmm ond Adevinistration

.1

Switch should support Software upgrades

5.2

Sawitch should support SMMPYI and SMRPG2

6.3

Switch should suppart IPVE Management including Nalghbor discoweey, Logging Telnet,
S5H, Weh, SHMP, NTP.and DNS

6.4

802, 1ag -connectivity fault manspgemeant

I Security foatuares

W1

awitch Should suppart Part, WLAN and Roubar based Access controd lists {ACLS)

i.2

Showld support mindmum 1B Sacurity Access Control Entriss

7.3

Sweitch should support BMAC limiting

7.4

switch should support Dymamic ARP Inspection {DaAl}

7.5

switch should support DHCF snooping

.b

awitch should support L3-14 ACL

T

awitch should suppert Control plane Dab protection

E|Services and Manogeoblifty

El

Lwitch should be managable through CLI, Web Interfoe, 55Hv2 and HTTP/HTTPs

B.2

Configaration backup wa FTF secure copy

S| QEM Qualficetion Criterio

41

The OEM shauld be placed as Leaders In the Garmer Magic Quadrant fof Wired &
Wireless Access Infrastructure for last thees consecutive years,

82

The OEM should hawe 24=7 technical assistares center and tollfree call Ingging facility

9.2

The OEM should have at least two spare depos in Eastenn indsa.

10 Cartiffcations and compliances

0

Should be Reduction of Hazardous Substances (ROHS) & compliant
Should have FCC ATCFR Part 15 Class &, EM 53022 Class A, BCES-DO2 Class A CIESPR 22
Clags A

1| Warrznty

Switch should be providod with hardware replacement warranty and ongoing sofowars
L'ﬂEr-EII:IE'S for 2l major and minagr reteases for & |'.'||:f'r_'d of 1 year,

il
ﬂl"i_ﬂrl"u; _1:-.
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Minimum Specification of 24-Port ACCESS SWITCH

Compliance
I¥es / Nol

Remarks, if
any

Hordware and intérfoce requirements

The switch should be a stackable switch with minimum 24 x 10/100/10008ase-T ports and
4 ¥ dedicated 106G SFP+ uplink ports. Should be 13° rack mountable and mounting
accessanias should be included.

The switch should support a stack of 4 switches

Performance requircments

Switch shioubd support a switching bandwidth of 128 Ghps for line rate performance of 3
fully populsted switch

Switch should have minimum 95 Mpps Forwarding rate for line rate parformance of a fully
poptlated switch

Layer 2 Switehing

Switch should support minimum 16000 MAC addrasses per system

Switch shoubd support Jumbo frames — 3,000 bytes

Switch Should support mimimum 1000 Active YLAN's and VLAN ID's

swilch Should support Port-based VLAN and PAC-based YLAN

Switch Should support 30210 VLAN Tagging

Switch Should support Vioice VLAN

Swilch Should support LLDP

Switch Should supgart LLDP-WMED with ValP integration

Quality af Service (Go3 ) requirements

Switch should support Class-based gueuing with prioritization

Awitch should support -I:lueulﬂg based on VLAN, interface and port

Switch should support Marking, pelicing, and shaping

Switch should support WRED

Spstem Maonagemant and Administration

Switch should suppert Software upgrades

Switch should support SMMPE and SNMPYE

Switch should support IPvE Management including Meighbor discovery, Logging, Telnet,
SEH, Web, SNME, NTP and DS

3. tag -ni‘-!.'.lr'll‘lutli'a'i["' fauit management

Security features

Switch Should support Port, YLAN and Router based Access contral lists (ACLS)

Should support minimum LK Securlty Access Controd Entries

Switch shauld suppart MAC limiting

Switch should support Dynamic AP Inspection [DAD)

Switch should support DHCP snooping

Switch should support L3-04 ACL

Switch should support Control plans DoS protection

Services ond Manogeability

Switch sheuld be managable through CLL Web Interfos, B5HVZ and HTTR/HTTPS

Configuration backup via FTP/secure copy

CEM

The OEN should be placed 2 Laaders in the Gariner Magic Quadrant fior Wirad & Wireless
Agcess Infrastructure for last three consecutive yagrs.

3

Tiee QER should have 2457 technical assistance center and spare depo in Kodkata,

Cortifications and compliances

32

Shauld be Reduction of Hazardous Substances (BROHS) & compliant

a3

Should have the fallanng cerifications
FCC A7CFR Part 15 Class A EM 55022 Ciass A ICES-D03 Class &, CISPR 22 Class A

Warranty & Other

34

Switch should be provided with kardware replacement warranty and ongoing software
upgrades for all major and minaor releases for a period of 1 year.

35

P P

All 1ha£wil.‘\¢h|3; and gwiteh must be from same OEM
3

o™
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Minimum Specifications of 12-PORT POE ACCESS SWITCH

Compliance
[¥es [ Mol

Rernarks, if
any

The switch should be be having minimum 12 % 10,/100/10008a52-T ports and  x
dedicated 10G SFP+ uplink ports. Should be 19" rack mountable and mounting
accassonias should be included.

Switch should support switching bandwidth of minimum B4 Gbps and farwarding rate af
minimum 47 b pps for line-rate performanca of a fully pepulated switch

Switch shoubd support minimum 16000 MAC addresses par system

Switch should support Jumbo frames — minimum 3,200 bytas

Switch Should supgart minimum 2000 Active VLAN's and VLAN D'

Switch Should support 802.10 VLAN tagging and voice VLAN

Switch Should support LLDP and LLDP-MED with VoiP integration

-l R B =i Ll o

Switch should suppart IPvd and |Pve static routing

Switch should support VAR, IGRAP V12V, DSPFYR/YE, RIPng and Bidirectional
Forwarding Detection (BFD) by adding a feature license if, required in Tuture.

10

Switch shauld support Class-based guauing with pricritization

1L

Switch should support Queuing based on WLAN, Interface and port

12

Switeh should suppert Marking, policing, and shaping

13

swibch should support WRED

14

Switeh should support SNMPYZ and SHIMPY3

Switch should support IPvE Management including Meighbor discovery, Logging, Telnet,
EEH, Wb, SMMP, NTP and DNS

16

#03.1ag -connectivity fault managemant

i

Switeh Should support Port, VLAN and Router based Access control lists (ACLs)

18

Shauld support minimom 18 Sacurity Access Control Entries

19

Switch should support MAC limiting

Switch should support Oynamic ARP Inspection (D41}

2]

Switch should support DHCP snooping

2

Swritch should support L2-L4 A&CL

23

Switch should suppart Cantrol plane DoS pratection

24

Switch should be managable through CLI, Web interfoe, 55Hv2 and HTTR/HTTPs

25

Cuﬂf@matinn backup via FTR secure copy

26

The switch must have 124W PokE bower budget

27

The switch must support both IEEE 802 3af [PoE) and IEEE BO2 3at {PoE+) standards.

28

should be Reduction of Hazardous Substances (ROHS] 6 compliant

29

Shaouwld hava tallowing certificaitons
EALZ/NOPPYNDCEP

FCC ATCFR Part 15 Class A

EM 55022 Class A

HES-003 Class A
CISPE 27 {lass &

0

Switch should be provided with advanced hardware reglacement warranty and ongaing
sofvweare upgrades for all mejor and minor releases for a period of 1 years. DEM
certilicatefauhorization to be subbmitied.

il

The OEM shauld be placed as Leaders in the Gartrer Magic Quadrant for Wired &
Wirelets Aeeei lnfractrudture for last three consecutive years,

=i

The OEM should have 24x7 technlcal assistance center and tolifree call logaing facility

33

The DEM shoubd have at least two spare depos in Eastern India,
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MEXT GENERATION FIREWALL Specification

Compliance
{¥es f Mo

Rermarks,
if any

The Hext Generation Firewall appliance should be a purpose built appliance based

prevention, Antivires, URL Filtering and Zera Day Threat Prevention,

solution with integrated Tunctions like Firewall, IFSEC VPN, Application Awarenass, IP5, BOT

Firgwall must be configured with atleast 120 GB storage

The appitance should hawve at least & * 16 Gigabit ports

The Firewall should be canfigured with integrated redendant powser supply from day 1

Thraughput capacity of firewall showld not be less than 3 Ghps per appliance and atleast
SO0 Mbps with FW, Application Control, URL FHtaring, Antivirus, Antibot and IPS features

from day 1 on each unit

Appliance should support min 100,000 to 200,000 concurrent sessions.

Appliance should support at least 25000 and above connections per second

This firewall must support user, client and session authentication methods.

Solution must support Zone-based nelwark segmientation and zone protection

Solution must support (o protection against fleoding of new sessions

Required TLS/55L decryption and inspection for inbound and outbound traffic for TLS 1.3
and HTTRS2 pratacals

Regired malware prevention automatically enforced through payload-based signatures

135olution should must hawe ablity to prevent maliclous domains identified with real-time

analysis,

14

Must support te stop in-protess credential phishing Custom URL categarés, alérts, and
natification

15

Ablity to detection of zera-day malware exploits cornplementeny analysis tecnnlques for
miast thraats acrass netwarks, endpaints, and Clouds

16

The Anti-AFT appliance should identify new malware hidden in files typas

1r

Aequired C2 or data thefi capabalities

i8 Selution must have tha granularity of administrators that

works on paraliel on same palicy without interfering each other

19

Solution must support User identification and control: WPMs, WLANM contrallers, captive
powtal, proxies, AD, eDirsctory, Exchange, Terminal Services, syslog parsing. XML AR




Minimum Technical Specification 106G 3FF Modula

Compliance
(Yes/Mo)

Remarks, if
any .

wh

10GSFP+ Megule provides a 10 Gb oplical connection using LC connectars and

Single Mode fiber cable.

]

The transcelvers should be from the same Switch GEM should be compatibbe with

the offared Indusirial Grade swilcha
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Specifications for Passive Materilas

B Eligibility Criteri

Reguirement

Compliance |Yes Mo)

All components shall be ROHS campliant,

DEM shall be 150 9001 and 14001 certified. Copy of Valld Certificate submitted

The GEM should be member of Telecommunication Industry Assocation.

Pacsive OEM should be in India for maore than 15 yaars

Tender specific authorization letter showld be submitted along with bid

Spacification for 6 Core Single Moda Outdoor Fiber Cable

# |Specifications

Raguiramaent

Compliance Ikemarks

& fiber Single Mode, Armoured, Unitube, Gel filled cabie
complying tai50.0EC 11801 - Znd Edition, type O52;

i [Cable Typo ASSACIF S008; AS/NZS 30B0,ITU-T REC G 6520, [EC
GOTHI/E0TH, TIA 568, EIA 455; suitable for wse in divect
burial, outdoor ducts and backbone cabling.

Arrnour Corrugated Stesl Tape Armour -Thickness = 0.125mm

3 ['wanrer Blocking

Thizxotroplc Gel (Tube|, Petrolaum Jelly {Interstices)

4 [Attanuation

JE 13 100m ==035 cibf K P
JEAS50nm <=0 dbfKm Mok

5 |Mumerical &perture 0.14

& |Attenuation Discontinuily Both Windows <0, 1048
7 |Core/Mode-Field [um] 9

& |Clad Glameter jum} 125+-1

4 |Coat Dlameter 245 - 10

10 |Logse tube material

Singhe PETP Loose tube filled with water blocking
Thixgtropic gal .

11 {lacket material

UY Stabilised Polyethylens [HOPE]

12 |Peripheral Strength Mamber

| T Steel wires f Aramid Yarns

13 [Tensile Streagih 1000N
14 |Cruch Resistance 2O000N10 cm
15 (Cable Déameter 7.8 +-0.5 mm

Man. Bending Radius
16 |[during installation)

20 ¥ Owvarall diameter

Pax Bending Radius
17 |(during full load)

10 ¥ Oneeradl diagmeter

18 |Cable wsight Eg/Em

80 ka/km :

15 I:IparatlnE Temperature

=10 [Iei:rm: £ o+r0 D:Eru: C

12 Port f 24 Port / 48 Port Fiber Optic Rackmount LI, loaded with LC adapter plates and 5p

lca Tray

H Specifications

Reguirement

Compliance |Hemarks

1 |Fiber Banagement Shilt

Configurable Fibre drawer is.a LU rack mount unit for
storing and terminating incoming fibre cabbe. Using wast
range of & Pak plates you can configure your fibre system
to suit all fibre applications.

Configurable. Fits up te four & Pak Plates) Angled & Pak
plates

management rings withln systern to accommaodate excess
fibre cordage behind the trough adapters and maintain
fibre bend radius

Sliding drawer for 8ase of recanfiguring fibres

Hugped steel construction finisdhed I attractive

Secommodates 2 x 12 fibre Splice Trays

2 |weight

SKG

L

Compact size frmm)

A5mum H & 485mem W x 255mim [

COptical Fikre Adapter Flates

4 Laded LE 12 Port Flbre 58 Plate

5 |Moof sdapter Plate Reg As per Aeguierment
<4
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LC to LC Pateh Cord S84, 3 Pitrs

f Specifications Requirement Compliance |Remarks

LC to LE Duplex tuned Fiber Cptic Patch Cord 3 Mitr, 97125
1 |Make and Type :

jMicran
2 |Cabhe Sheath LSZH
3 |Cable Diameter 1.B mm twin zip
4 |Ferrule |Ceramic
& |Bulfer Tight buffared
& |Insertion Loss (A 3 db
7 |Return Loss > 45 db
g |Temperature Range 10 Degres C to 460 Dagraa £
9 |ROHS BOHS Cormpliant

LLC, 5K Pigtail- 1.5 BMirs

1 |LC, 5pa Pigtail 1.5 Mirs
2z CurdaEe_D_l:l_ 2.0mms/-0, 1mm £ 4. Lmm -+~ 0.2mm

L5ZH applications flame résistance [EC 60332-1 and L30H
| IEC 61024-1 & 2, IEC-60754-1 & 2
4 |Ferrule Matenal Full zivcomia
5 |Insertion Loss Max. 0,348 typical 0.2dE
6 |Operating TEmMperaturé 209 to +B500

WALL MOLUNT RACK - GU and 93U
Wall Mownk 14 Size A589mm x GOGimm & GO0mm

t EEAY S 4] A% Zmm % S00mm x 600mm

4 Socket, 06 AMP Universal, 3 Pin plug with power cable
2 |Fower Distribution Unit 0,75 sgmm

1.5 meter length
3 |Certificata LIL & K OF cortificate, 1P 20 certlficate

"l.l,
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